C:\Documents and Settings\FireNA>ping 192.168.1.1

192.168.1.1 con 32 bhytes de datos:

Respuesta 192.168.1.1: bytes=32 tiempo=2ms TTL=64
Respuesta 192.168.1.1: bytes=32 tiempo=ims TTL=111
Respuesta 192.168.1.1: bytes=32 tiempo=ims TTL=1

Estadisticas de ping para 192.168.1.1:
Pagquetes: enviados = 3, recibidos
(B%z perdidos).

Tiempos aproximados de ida vy vuelta en m
Minimo = 1ms, Maximo = 2ms, Media

Control-C

"C

C:\Documents and Settings\FireNA>arp —a

Interfaz: 192.168.1.186 ——— Bx2
Direccién IP Direccidon fisica Tipo
192.168.1.1 AB-25-9c-99-hf-00 dindamico
192.168.1.102 S5c—ac—4c-53-f3-f7 dinamico

capturas marcos.pcap - Wireshark

File Edt View Go Capture Analyzs Stafistics Telephony Tools Help

Bedas EHXRE Ae+»pT L |BE QD #®MiE| 3

Filter: |arp T Expression... Clear Apply

Mo Time ~ Source Destination Frotocal | Infa ~
1863 85.824000 GemtekTe_7h:8F:bh3 Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
2095 94.733020 GemtekTe_7b:8f:b3 Broadcast ARP who has 192.168.1.247 Tel]l 192.168.1.120
2113 35.245604 GemtekTe_7h:8F:b3 Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
2157 96.267580 GemtekTe_7b:8f:b3  Broadcast ARP who has 192.168.1.247 Tel]l 192.168.1.120
2301 104.867143 GemtekTe_7h:8f:b3  Broadcast ARP who has 1092.168.1.247 Tell 192.168.1.120
2333 105.788502 GemtekTe_7b:8f:b3  Broadcast ARP who has 192.168.1.247 Tel]l 192.168.1.120
2335 106. 812282 GemtekTe_7h:8F:b3  Broadcast ARP who has 192.168.1.247 7Tell 192.168.1.120
2489 118. 995584 HonHaipr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102
2490 119. 611774 HonHaipr_53:F3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102
2504 12 32056 HonHaiPr_5 7 Broadcast ARP who has 192.16; 2407 102

1!
1.106 s at 00:

2601 128.107029 Vmwar Cisco-Li_99:bf:00 ARP 192.168.

2628 129. 541063 HonHaipr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102

2644 130. 052619 HonHaipr_53:F3:f7 Broadcast ARP who has 192.168.1.2407 Tell 152.168.1.102

2650 131.075277 HonHaipr_53:f3:f7  Broadcast ARP who has 192.168.1.2407 Tell 152.168.1.102

2746 139.676202 HonHaipr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 152.168.1.102 -

® Frame 2600: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
® Ethernet II, Src: Cisco-Li_99:bf:00 (00:25:9c:99:bf:00), Dst: Broadcast CFf:ff:ff:Ff:FFife)
= Address Resolution Protocal (request)

Hardware type: Ethernet (Ox0001)

Protocel type: IP (Ox0800)

Hardware size: &

protocal size: 4

opcode: reguest (0x0001)

[Is gratuitous: False]

sender MAC address: Cisco-Li_09:hf:100 (00:25:9c:09:0F:00)

Sender IP address: 102.168.1.1 (152.188.1.1)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.1.106 (192.168.1.106)

oooo  ff £F £f £f £ £f 00 25 5c 99 bf 00 08 06 00 01
0010 08 00 06 04 00 01 00 25 9c 99 hf 00 <0 a8 01 01
0020 00 00 00 00 00 00 cO a8 Ol 6a 00 00 00 QO 00 00
Q030 00 00 00 00 00 00 00 00 00 00 00 00

ocuments and SettingsiFirena|Mis doc.., | Packets: 16315 Displayed: 2009 Marked: O Load time

Prafile: Default




Fle Edt WView Go Capture Anslyze Statistics Telephony Tools Help

Puded EEXEE | aseeT L (EEQQQD

Fiter: [arp |~ Expression.. Clar Apply

Mo Time ~ Source Destination Protocol  Info
1869 85.824000 GemtekTe_7h:sf: Broadcast ARP whao has 192.
2085 04.733020 GemtekTe_7h:8F: Eroadcast ARP  who has 102.
2113 95.245604 GemtekTe_7h:sf: Broadcast ARP whao has 192.
2157 06.267580 GemtekTe_7h:8f: Broadcast ARP who has 192,
2301 104.867143 GemtekTe_7h:8f: Broadcast ARP who has 192.
2333 105. 788502 GemtekTe_7h:8f: Broadcast ARP who has 192,
2335 106. 812282 GemtekTe_7h:8f: Eroadcast ARP  who has 1052.
2489 118. 595584 HonHaipPr_53:F3: Broadcast ARP whao has 192.

2450 119. 611774 HonHaipPr_53:F3: Eroadcast ARP  who has 192.
2504 120.632956 HonHaipPr_53:f3: Broadcast ARP whao has 192.
2600 128.107000 Cisco-L1_99:bf Broadcast ARP who has 192

1
Broadcast who has 19
2644 130. 052619 HonHaiPr_53:f3:f7 Broadcast ARP who has 192.168.1
2650 131. 075277 HonHaipr_53:F3:f7 Broadcast ARP who has 192.168.1
2746 139. 676232 HonHaipr_53:f3:f7 Broadcast ARP who has 192.168.1

FRPERRPRPERERERER

247 Tell
247 Tell
247 Tell
247 Tell
247 Tell
247 Tell
247 Tell
2407 Tell
2407 Tell
2407 Tel11
1067 Tell

Tell

L2407 Tell
L2407 Tell
L2407 Tell

W% H

192,
152,
192,
152,
152,
152,
152,

1s2.
152,
1sz.

152

15

152,
1s2.
152,

BFRERRER

120
120
120
120
120
120
120
Llo2
L102
Llo2

L102
Llo2
L102

3

Frame 2601: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)

= address rResolution protocol (reply)
Hardware type: Ethernet (0x000L)
protocol type: IP (0x0800)
Hardware size: &
Frotocol size: 4
opcode: reply (0x0002)
[15 gratuitous: False]
Sender MAC address: Vmware_baraa:cf (00:0c:29:hazaa:cf)
sender IP address: 192.168.1.106 ¢192.168.1.106)
Target mac address: Cisco-Li_99:bf:00 (00:25:9c:99:bF:00)
Target IP address: 192.168.1.1 (192.168.1.1)

@ Ethernet II, sro: vmware_ha:aa:cf (00:0<:29:bazaa:cf), Dst: cisco-Li_99:bf:00 (00:25:9c:9

EH

0000 00 25 9c 99 bf 00 00 Oc 2% ba aa <f 08 06 00 01
0010 08 00 06 04 00 02 00 OC 20 ha aa cf <0 aB 01 éa
0020 00 25 9c 99 bf 00 c0 a8 01 01

(O File: "C:\Documents and Settings\FirshaiMis doc... | Packets: 16315 Displayed: 2003 Marked: 0 Load time: 0:00.716

Papelerad
reciclaje File View Configure Tools Help

SO HBE +v B(EVm

o®nr 6 i

& Decoders | @ Network |9 snifer |of Cracker | €0 Traceroute |HA) CCOU | wireless |y Query

Profile: Default

2, Cached Passwords

LSA Secrets

g Protected Storage Press the + button on the toolbar to dump the Protected Storage

2% wireless Passwords

@ €7 Passwords
Windows Mail Passwords
Dialup Passwords

[== Edit Boxes.

Enterprise Manager
Credential Manager

i Q Protected Storage

http: ffwww.oxid.it

+4 Inicio < 8 : " by o | @7 vakinia <valirld...
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File View Configure Tools Help

[DdoHBE +y R VPEEO%? 02§

R

@ Network |9 nifer |of Cracker |€R Tracerote W CcOU | Wireless |y Query

Name. | Type | version | Comment

=) computers |

http: . oxid.it

74 Inicio ox : / #7 valkinia <valkir14, /3 Hotrnai

onfigure T

w+ o B s

Configuration Dialog

1 Fiters and ports | HTTP Fields | Traceroute | Certiicate Spoofing |
& Decoders | @ Network | B Sniffer [of Cracker Srilfer | APR (4 Poison Routing) | Challenge Spocfing |

) Entire Network Adapler 1P address Subnet Mask
% Microsoft Windows Network 7y 1921681106 255.255.255.0

|- Winpcap Version
4.1.0.2001

Curent Network Adapter
\Device\NPF_{FI6DF3B7-CBDE-4DF3-3525-F3833D 784028}

WARNING !!l Only ethernet adapters supported

- Option:
I~ Start Sniffer on startup [~ Don't use Promiscuous mode
I~ Stat APR on startup

Aceptar | Cancelar

|2 computers [

it . oxid it

# Inicio v Sim : 3 Wi Ve... <betylomi@h... | @ Vakiia <valkirid... | ‘3 Hotmai 7 The Wi




"7 Inicio

| 192.168.1.107 F81EDFEDS63D.

|+ v | @ e 9 m

Target

| MAC address | OUI fingerprint @ ll hosts in my subnet [

G |mo [m1 [m3 |

0004AC987745  1BM CORP.
080027566725 CADMUS COMPUTER SYSTEMS e
001B24053008  Quanta Computer Inc. ‘ S

" Range

705AB692771C

00245477CBB3 Samsung Electronics Co., LTD

705AB692771C

002354C0482E  COMPAL INFORMATION (KUN...

0026B9F23566.

D01AAQE7ADZE  DellInc

00235ABD2A93  COMPAL INFORMATION (KUN...

705ABE92771C

001CC4AE1B1C Hewlett Packard

080027956008 CADMUS COMPUTER SYSTEMS
192.168.3.254 D004ACI87745  1BM CORP,

Cancel

=) Hosts [@ aPr [ Routing [F Passwords [ vore

Lost packets: 0%

" Valkiri

File View Configure Tools Help
laweomBR +v 2 uum 2022 07 0
& Decoders | @ Network |9 Snifer [of Cracker | €0 Traceroute WA CCOU | wireless |y Query

| MAC address | OUI fingerprint | Host name | B3t [B16] B8 [Gr |mo [m1 [m3 |

0004AC987745 18M CORP.

080027566725 CADMUS COMPUTER SYSTEMS
001624053008 Quanta Computer Inc.
705ABE92771C

00245477CBB3  Samsung Electronics Co., LTD.
705ABE92771C

00235AC0482E  COMPAL INFORMATION (KUM...
0026B9F23568

001AAOE7ADZE Dell Inc

00235ABD2A93 COMPAL INFORMATION (KUN.
705ABE92771C

001CC4AEIBIC  Hewlett Packard
0800279560D8  CADMUS COMPUTER SYSTEMS
DOD4ACI87745  IBM CORP,

00259C99BFO0

SCAC4CS3F3F7

002100788FB3  GemTek Technology Co., Ltd.

=) Hosts [@ aPR [ Routing [F\ Passwords [ vore

Lost packets: 0%

betylomi@h... a7 Valkiria <valkirl4... A Hotmail - firenov.
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+3 Inicio

# Inicio

o o
SN
RESer Riin

& oecoie: [3 v [

@ APR Stat]
APR-Cert =
2, APR-DNS
B APR-5SH-1 (0)
&) APR-HTTPS (0)
8 APR-ROP (0)
&) APR-FTPS (0)
) APR-POP3S (0)
S APR-IMAPS (0)
) APR-LDAPS (0)
S APR-SIPS (0)

iy kB Q3 JE

WARNING Il
/APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in both
ditections. If a selected hast has rouling capabilties WAN taffic will be intercepted as well Please note that since your
machine has not the same performance of a router you could cause DoS if you set APR between your Default Gateway and
al ather hosts on your LAN.

== New ARP Poison Routing @

IP address

[ mMaC

1P address

[ MaC [ Hostname

192168.3.34

1921633254
192.168.1.1

192.168.1.102
192.168.1.107
192168.1.111
192.168.1.120

&

7054B692771C
O01CC4AE181C
080027956008
00044C987745
00253C33BF00
SCACACS3F3F7
FB1EDFED863D
FB1EDFED8B3D
002100788FB3

192168.1.120
192.168.1.107
192.168.1.102

il 1.1
192.168.3.254
192168.3.38
192.168.3.35
192168.3.34
182.168.3.32
192.168.3.30
<

0021007B8FB3
FS1EDFEDSE3D
SCACACEIF3F7
E—
O004AC387745
080027356008
001CCAAE181C
7054B692771C
002354BD2493
001AA0E7AD2E

®

TROMET Patrer

=) osts | @ apr [ Routing [F\ Passwords [ volP

Lost packets: 0%

o

Valkiria <valkirid.

B 27 N

New ARP Poison Routing

‘3 Hotmai

[ arr

& apR-Cert

2 APR-DNS

B APR-S5H-1 (0)
&) APR-HTTPS (0)
4 APR-ROP (0)
B APR-FTPS (0)
) APR-POP3S (0)
) APR-IMAPS (0)
S APR-LDAPS (0)
& APR-SIPS (0)

AWARNING 1t

P enie you o Hfack P sl bewee th selctd ot o e It and o slctd ot o e g it o both
dictions. I a selected host has routing capabilties WAN taffic will be intercepted as well Please note that si

ST o 1 i P s 35 i i R DA e s AP e Dl Sl e
al ther hosts on your LAN.

IP address

[ MaC

IP address

[ MAC | Hostname

192168.334
192168.335
192168338
192.168. 3 254

m
1921681120

&

7054BB92771C
O01CC4AE181C
080027956008
00044C387745
00253C39BF00
SCACACS3F3F7
F81EDFED8E3D
F81EDFED8E3D
0021007B8FB3

192.168.1.120
192.168.1.107
192.168.1.102

1 1.1
192.168.3.254
192168.3.38
192.168.3.35
192168334
192168332
192.168.3.30
<

0021007B8FB3
F81EDFEDS63D
SCACACS3F3F7

FO0
00044987745
080027956008
001CC44E181C
70548692771C
002354802493
001AADETAD2E
I >

Cancel

v

®

T

=) tosts | @ aprR [ Routing [T\ Passwords [ volP

Lost packets: 0%
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| B +y BRI EEmEeO®sE 0 QL
&, Decoders | @ Network |B sniffer [of Cracker | & Traceroute [N ccOU |y wireless |7y Query

| MAC address | OUI fingerprint | Host name 831 [B16[B8 [Gar [mo [m1 [m3 |
0004AC987745  1BM CORP.
080027566725 CADMUS COMPUTER SYSTEMS
001624053008 Quanta Computer Inc.
705AB632771C
00245477CBB3  Samsung Electronics =
705AB692771C Scanning MAC addresses ... [ 43%]
00235AC0482E  COMPAL INFORMATI
0026B9F23568 Current Host:
OD1AAOE7ADZE  Dell Inc
002354802493 COMPAL INFORMATI] 192,168.1.108
705AB692771C
OD1CC4AEIBIC  Hewlett Packard
080027956008 CADMUS ComPUTER I
00D4AC987745  1BM CORP.

192.168.1.1 00259C39BFO0

=) Hosts [@ aPr [ Routing [F Passwords [ vore

Lost packets: 0%

domi@h. .. " Valkiri

File View Configure Tools Help
laweomBR +v 2 uum 2022 07 0
& Decoders | @ Network |9 Snifer [of Cracker | €0 Traceroute |HA) CCOU | wirless |y Query

Status | 1P address [ MAC address | Packets-> [ < Packets | MACaddress | IP address
éld\e 192.168.1.111 F81EDFED863D 00259C99BF00 192.168.1.1

APR-POP35 (0)
APR-IMAPS (0)
APR-LDAPS (0)
APR-SIPS (0) Status | 1P address | MAC address | Packets-> | <- Packets | MAC address | 1P address

@ Configuration { Routed Packets

=) tosts | @ apR [ Routing [T\ Passwords [ voIP

Lost packets: 0%

+4 Inicio A : . Wi e... betylomi@h... | @7 Vakiria <valkiri4... | 2} Hotmai - firenov. 77 The Wireshark N E R §= 7 0




18
| & Decoders | @ Network | & sniffer Cracker | &R Traceroute [N CCDU |40 wireless |2 Query |

& APR Status | 1P address | MAC address | Packets-> | <-Packets | MAC address | IP address

APR-Cert hide 192.168.1.111  FBIEDFED863D 00259C99BFO0  192.168.1.1
2, APR-DNS

B APR-55H-1 (0)

&) APR-HTTPS (0)

8 APR-ROP (0)
APR-FTPS (0)
APR-POP3S (0)

APR-LDAPS (0)

=]
8
) APR-IMAPS (0)
8
8

APR-SIF ddress

C:\Documents and Settings\FireNA>ping 1

Haciendo ping a 192.168.1.111 con bytes de dat

desde 5 tiempo=43n
tiempo=63n

32 tiempo=87
192 16 bytes=32 tiempo=ii
192.168.1. b 32 tiempo=46ms

" Be <betylomi@h... " Valkiria r14... nail - firenav. .. 7' The Wireshark .

ade loit nmap-5.21
reciclaje Update:

i
) I

General| Soporte

Estado de la conexién

ts and Settings\FireNA>ipconfig -all
ién IP de Window

Nombre del host . . . . . . . . . : administrador
Sufijo DNS principal EEr
Tipo de nodo . . . . . . . . desconocido
Enrutaniento habilitado No
Proxy WINS habilitado. i
ista de hit da de ijo DNS

ndaptador Ethernet Conexién de &rea local

Sufijo de conexién especifi alestra.net.mx
Descripeidn. . - « . . . . - - UMuare Accelerated AMD PCNet Adapter|

20— BA-AA-CF

Miscara de subred . . . . . . .
Puerta de enlace predeterminada
widor DHCP . . . . . . . . .
Servidor
obtenida

expira -

ttings\FireNA>_

["#7 vakiria <valkd... | v [F Thewireshar... | 1 Wireshark:

- Estado de C




Estadisticas de ping para 192.168.1.1:
Paquetes: enviados 3, r»ecibidos = 3, perdidos = 0O
(B7z perdidos).

Tiempos aproximados de ida y vuelta en milisegundos:
Minimo = 1ms, Maximo = 2ms, Media ims

C:\Documents and Settings\FireNA2arp —a

Interfaz: 192.168.1.186 —— Bx2
Direccidén IP Direccidn fisica Tipo
192.168:-1.1 88-25-9¢c—-99-hf-00 dindamico
192.168.1.102 S5c—ac—4c—-53-f3-f7 dinamico

C:\Documents and Settings\FireNA>arp —a

Interfaz: 192.168.1.186 —— Bx2
Direccidn IP Direccidn fisica Tipo
192.168.1.1 Sc—ac—4c—-53-f3-f7 dinamico
192.168.1.1082 Sc—ac—4c—-53—-£f3—-f7 dinamico

L capturas marcos. pcaj reshark

Ele Edt Miew Go Capture  Analyze Statistics Telephony Tools Help

BEdee BEXRE AT L (BB QAQQA0N @¥W K| O

Filter: ~  Expression.. Clear Apply
Ha. Time Source Destination Protocol | Info ~
3936 277.062617 fel0 dca:f8e3:0a5 0, 3 LLMNR Standard query Aaas May-PC

3937 277.165026 feg0 ca:fees:
3938 277.166150102.168.1.102
3939 277.267455 Tes80::hdca:f8e3:
3940 277.376020 fed0::b4ca:fae3:
30941 277. 711158 102.168.1.105

LLMNR  standard query A MAY-PC

LLMNR  Standard guery A MAY-PC

LLMNR  Standard query Asas May-pC

LLMNR standard guery ARAA MAY-PC

IGMP  v2 Membership Report / Join group 224.0.0.252
T

3043 280. 354008 102,168, - SSDP EARCH * HTTP/1.1

3944 281.464772 fes0::hdca: FEEYE] LLMNR  standard query A isatap
3945 281.466253 192.168.1. .0.0.252 LLMng  standard query A isatap
3946 281.567129 fes80::hdca: 1:3 LLMNR  standard query A isatap
3947 281.568212 192.168.1.102 224.0.0.252 LLMnR  standard query A isatap
3948 281. 760358 192.168.1.102 192.168.1.255 NENS  Name guery NB ISATAP<Q0>
3949 282.477145 192.168.1.102 192.168.1.255 NENS  Name query NE ISATAP<QO0>
3950 283.221172 192.168.1.102 192.168.1.255 NEMS  Wame guery NE ISATAP<00>
3951 283. 922508 192.168.1.102 239.295.255.250 SSDP  M-SEARCH * HTTR/L.1 -
SRR T0A ATATIT EAGA L bl rn s FOAT  AAE R 7 3 Cimann e amdand ciinme 8 Ao aran

@ Frame 3842: 60 bytes on wire (480 bits), 60 bytes captured (480 hits)
® Ethernet II, src: HonHaiPr_53:f3:f7 (Sciac:4c:53:F3:f7), Dst: Broadcast (FF:ff:ffiffiff:ff)
= Address resolution Protocol (reguest)

Hardware type: Ethernet (0x000Ll)

protocol Type: IP (Ox0800)

Hardware size: &

Frotocol size: 4

opcode: request (0x0001)

[15 gratuitous: False]

sender mMac address: HonHaipr_53:F3:f7 (Scrac:4ec:53:F3:F7)

sender IP address: 192.168.1.102 ¢192.168.1.102)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.1.1 (1%2.168.1.1)

opo0  ff £ £f £f £F ff 5c ac 4c 53 £3 £7 08 06 00 01
0010 08 00 06 04 00 01 5¢ ac 4c 53 £3 £7 <0 ad 01 &6
Q020 00 00 00 00 00 00 cO a8 O1 01 00 00 00 00 00 00
Q030 00 00 00 00 Q0 Q0 00 00 Q0 Q0 00 00

+|\Documents and SettingsiFirehia|Mis doc... | Packets: 16315 Displayed: 16315 Marked: O Load time: 0:00.593 Prafie: Default




File Edit View Go Capture Analyze Statistics Telephony Tools Help

reciclaje B BEXRE AesT L

Filter: ";.D
No.

QRaab «aE® % B

File View Configure Tools Help

59 - -
= a =
sol | Oy @B + Y B B Nm BB T 0
Alienware 591 -
Comma... _ = 501 [& Decoders | @ Network |B9 Sniffer [f Cracker | &) Traceroute | B CCDU |4’ Wireless |@ Query
59
5of [ APR Status 1P address MAC address | Packets -> | <- Packets | MAC address | IP address |
s 59: [?’“"“C“' @ dhldle 1921681106  B4B2FEBDAIDS 00259C99BF00 19216811
@ 59; v, APR-DNS ahldle 1921681120  002100788FB3 00259C99BF00  192168.1.1
a4 59] | - APR-SSH-1(0) Shldle 1921681108 001B776FDBCL 00259C99BF00 19216811
o 591 | -8 APR-HTIPS ) || iidie 1921681100  FELEDFEDS63D 00250C99BF00 19216811

59; 8 APR-RDP (0)
59 S APR-FTPS (0)
5911 .8 APR-POP3S (0)

591
& APR-IMAPS (0)
;3 5 APR-LDAPS (0) Status [P address [ MAC address | Packets > | <- Packets | MAC address | IP address | » || CEEtELO0mErEGrEd )
= B APR-SIPS (0) ) Half-routing 1921681100 FSLEDFEDSGD 2 0 00259CO9BF00  184.86.136.124
Fran @Full-routing 1921631100 FSLEDFEDES3D 13 % 00259CO0BF00  184.86.133.186
EEl} D Half-routing 1921681100 FSIEDFEDSG3D 20 0 00250CO0BF00  65.54.165.175 |2
e @Full-routing 1921681100 FBLEDFEDSE3D 11 n 00250C99BF00  200.94.59.115 17
@Full-outing 1921681100 FBIEDFEDSE3D 53 6 00250CO9BF00  69.4.231.53 ‘
@Full-outing 1921681100 FELEDFEDSE3D 1 1 00259C99BF00  200.94.26.117 |
@Full-routing 1921631100 FELEDFEDSE3D 95 109 00250C00BFO0  174.37.113.144 il
; @Full-routing 1921631100 FBLEDFEDSE3D 20 1 00259C09BF00  64.4.55.157 -
'.J'M/v;/ oo @ Configuration / Routed Packets |

= Hosts | @ APR [ Routing [T% Passwords [ VolP |

Lost packets: 0%

Profile: Default

07:42 p.m.

Bl O 00010

Fle Edit View Go Capture Anclyze Statistics Telephony Tools Help
Fepoe mEXESE  AesT L Qe @$¥mx 8

| = | Expression... Clear Apply

Time Source Destination Protocol  Info

5982 852.172500 192.168.1.1 239.255.255. 250 SSDP NOTIFY *
5983 852.175928 192.168.1.1 239.255.255. 250 SSDP NOTIFY *
5984 852,179018 192.168.1.1 239.255.255. 250 SSDP  NOTIFY *
5085 B52.184011 192.168.1.1 239.255.255.250 SSDP NOTIFY *
5986 852.187647 192.168.1.1 239.255.255. 250 SSDP NOTIFY *
5987 852,191441 192.168.1.1 239.255.255.250 SSDP NOTIFY *
5988 852.194832 192.168.1.1 239.255.255. 250 SSDP NOTIFY *
HonHaiPr_5 Bl Broadcast ARP who has 192. .2407 Tell 192.168.1.102

3:
3

Broadcast has 192. 2407 Tell 192.168.1.102

5992 = Broadcast

5993 863.827381 GemtekTe_7b:8f: Broadcast ARP who has 192.168.1. Tell 192.168.1.120
5994 864.849217 GemtekTe 7b:8f: Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
5995 873.757682 GemtekTe_7h:8f: Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
5996 874.372064 GemtekTe 7b:8f: Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
5997 875.396129 GemtekTe_7b:8f: Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120

Frame 5991: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, src: HonHaipPr_53:f3:f7 (5c:ac:4c:53:f3:f7), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address RrResolution Protocol (request)

SNGl 0000 T ff ff ff ff ff 5c ac 4c 53 £3 f7 08 06 00 01
10010 08 00 06 04 00 01 5c ac 4c 53 £3 7 cO a8 O1 66
0020 00 00 00 00 00 00 <0 a8 01 fO

i @ | Microsoft: <live capture in progress> File: C:... | Packets: 5997 Displayed: 5397 Marked: 0 Profile: Default
2]

del | Palabrasi0 | % Espafiol México) |




File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEaey BEXRE AesTE
Filter: | v | Expression... Clear Apply
No. Time Source Destination Protocel  Info &
6029 885.130022 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6030 885.134799 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6031 885.138738 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/1.1
6032 885.142253 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6033 885.145819 1092.168.1.1 239.255.255.250 S5DP NOTIFY ¥ HTTP/1.1
6034 885.149419 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/L.1
6035 885.152625 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6036 885.156324 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6037 885.159638 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6038 885.163740 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/1.1
6039 885.167409 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6040 885.173016 192.168.1.1 239.255.255.250 S5DP NOTIFY ¥ HTTP/1.1
6041 885.176435 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/L.1
6042 885.179509 1092.168.1.1 239.255.255.250 S5DP NOTIFY ¥ HTTP/1.1
6043 885.328396 GemtekTe 7b:8f:b3 Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
6044 885.610987 192.168.1.102 239.255.255.250 IGMP V2 membership Report / Join group 239.255.255.250 -

Frame 5991: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, src: HonHaiPr_53:f3:f7 (5c:ac:4c:53:f3:f7), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution pProtocol (request)

0000 ff ff ff ff ff ff 5c ac 4c 53 f3 f7 08 06 00 01
0010 08 00 06 04 00 01 5c ac 4c 53 f3 f7 cO a8 01 66
0020 00 00 00 00 00 00 cO a8 01 foO

@ | Microsoft: <live capture in progress> File: C-.. | Packets: 6044 Displayed: 6044 Marked: 0 Profile: Default

pturi -
File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEY BEXRE Aesn TR B acaan #®mE &

Filter | ~ | Expression... Clear Apply
No. Time

6204 982.142546 1 File View Configure Tools Help

6205 982.145789 . ol o =
5206 982.148006 | Hﬁl g @ o i H'I- YR LI PMEEBIO®E @ ¢ |ﬂ-‘
6207 983.119931

6208 983.122453 || | [& DecodersStart/Stop APR] €89 Sniffer [ Cracker | @R Traceroute |WE CCDU |87 Wireless | Query |
6209 983.126614

5210 082130144 | | | | APR Status P address MAC address | Packets -> | <- Packets | MAC address | IP address |
6211 983.133775 APR-Cert (8) fhPoisoning 1921681106 B4S2FESDAIDS 0 0 00259C99BF00 19216811

6212 983.137444 -, APR-DNS &4 Poisoning 1921681120  Q021007B8FB3 0 0 00259C99BF00 19216811

6213 983.141069 BM APR-S5H-1 (@ &4 Poisoning 192.168.1.108 001B776FDBCL 0 0 00250C99BF00 19216811

6214 983.145672 2 APR-HTTPS (37) £hPoisoning 1921681100 FELEDFEDS6ID 0 0 00259C99BF00 19216811

6215 982.149356 .58 APR-RDP (0)

6216 983.153517 & APR-FTPS (3]

6217 983.156500
6218 983.160056
6219 983.168855

& APR-POP3S (0)
& APR-IMAPS (0)

-} APR-LDAPS (0) Status IP address MAC address | Packets -> | <- Packets | MAC address | IP address | - =

Frame 5991: 42 byj & APR-SIPS (0) 4> Half-routing  192.1681.100 FS1EDFEDB63D 2 0 00259C00BFO0  184.85.136.124
ElEIEE g G @Full-routing 1921681100  FELEDFEDSS3D 13 7 00253C09BF00 18436133186
Address Resolutigy > Half-routing 1921681100  FSIEDFEDSSID 20 0 00250CE0BF00 6554165175 L

Full-outing 1921681100 FEIEDFEDSS3D 11 11 00259C99BFO00 2009459115 3

Full-outing 1921681100 FEIEDFEDSS3D 53 69 00259C99BFO00 69423153

Full-outing 1921681100 FE1EDFEDSSID 1 1 00259C99BFO00 2009426117

Full-outing 1921681100 FEIEDFEDSB3D 95 109 00259C99BF00  174.37113.144

@ Full-outing 1921681100 FEIEDFEDES3D 20 18 00259C99BFO00 64455157 -

& Configuration / Routed Packets |

= Hosts | @ APR [ Routing [55 Pesswords | e Vol?

Lost packets: 0% 4

0000 ff ff ff ff f m

0010 08 00 06 04 Q —
0020 00 00 00 00 ¢ P Espatiol Méico) [BuwR ==

de2  Palabras:

@ | Microsoft: <live capture in progress> File: C-.. | Packets: 6219 Displayed: 6219 Marked: 0 Profile: Default




File Edit View Go Capture Analyze Statistics Telephony Tools Help

BeEaay mEBXRZE e DT L

Filter: | v | Expression... Clear Apply

No. Time Source _ Destination Protocel  Info o
6279 993.868461 HonHaipr_53:f3:f7 Cisco-L1_99:bf:00 ARP 192.168.1.120 is at Sc:ac:4c:53:F3:f7
6280 994.180810 192.168.1.120 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6281 994.186009 feB0::785f:6e80:Fff5: ffO. c S5DP NOTIFY * HTTP/1.1
6282 994.385315 feB0::785f:6e80:Fff5::Ff02::c SSDP NOTIFY * HTTP/1.1
6283 994.486111 192.168.1.120 239.255.255.250 S5DP NOTIFY ¥ HTTP/1.1
6284 994.490762 fe80::785f:6e80:Fff5:: SSDP NOTIFY * HTTP/1.1
6285 994.799845 fe80::785f:6e80:Fff5:: SSDP NOTIFY * HTTP/1.1
6286 995.916030 GemtekTe 7b:8f:b3 Broadcast ARP who has 192.168.1.17 Tell 192.168.1.120
6287 995.916245 HonHaipr_53:f3:f7 Cisco-Li_99:bf:00 ARP 192.168.1.120 is at Sc:ac:4c:53:F3:f7

6288 995.917149 HonHaiPr_53:f3:f7 GemtekTe_7b:8f:b3 ARP 192.168.1.1 is at Sc:ac:4c:53:f3:f7

9 1
. 158000 1.
. 224267 .1.120
1.1
.11 HTTP/1.
6294 999.193719 192.168.1.120 239.255.255.250 S55DP M-SEARCH * HTTP/1.1 -

@ Frame 5001: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, src: HonHaiPr_53:f3:f7 (5c:ac:4c:53:f3:f7), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution pProtocol (request)

0000 5c ac 4c 53 3 7 08 06 00 01]
[LNO0S 00 06 04 00 01 5c ac 4c 53 f3 f7 cO a8 01 66
[Vt E{V 00 00 00 00 00 00 c0 a8 01 O

@ | Frame (frame), 42 bytes Packets: 6294 Displayed: 6294 Marked: 0 Profile: Default

File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEaay aEBRRZE ¢ DT L Qaan #Em&E| 8
Filter: | + | Expression... Clear Apply
No. Time Source Destination Protocel  Info o
6352 1017.137150 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/1.1
6353 1017.141307 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6354 1017.146638 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/1.1
6355 1017.150120 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/L.1
6356 1017.153319 192.168.1.1 239.255.255.250 S5DP NOTIFY ¥ HTTP/1.1
6357 1017.156849 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/L.1
6358 1017.162379 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6359 1017.165563 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6360 1017.168723 192.168.1.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
6361 1018. 070302 .1.1 /1.1
6362 1018. 316258 HonHaiPr_53:73:f7 Broadcast ARP who has 192.168.1.240? Tell 192.168.1.102
6363 1019.111481 HonHaiPr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102
6364 1019.127275 192.168.1.102 239.255.255. 250 S5DP M-SEARCH * HTTP/Ll.1
6365 1019.130698 192.168.1.1 192.168.1.102 55 HTTP/1.1 200 OK
6366 1020.109784 HonHaiPr_53:F3:f7 Broadcast ARP who has 192.168.1.2407? Tell 192.168.1.102
6367 1022.138035 192.168.1.102 239.255.255.250 SSDP M-SEARCH * HTTP/1.1 -

Frame 6304: 175 bytes on wire (1400 bits), 175 bytes captured (1400 bits)
Ethernet II, sSrc: GemtekTe_7b:8f:b3 (00:2 0:7b:8f:b3), Dst: IPvAmcast_7f:ff:fa (01:00:5e:7F:ff:fa)

Internet Protocol, src: 192.168.1.120 (192.168.1.120), Dst: 239.255.255.250 (239.255.255.250)
User Datagram Protocol, Src Port: 57861 (57861), Dst Port: ssdp (1900)

Hypertext Transfer protocol

Profile: Default



! (=S
File View Configure Tools Help
|| @ e @ ®|8, 2 E0®¥nE @ 0
[& Decoders | @ Network |6l Siffer | Cracker | €& Traceroute |H) CCDU |G Wireless | Query |
[ Passwords Timestamp | HTTP server | client | Username | Password URL UserField PassField 4[]
-8 FTP () 20/09/2010-19:55117 6554165137 1921681106  4D8092208C66.. AJADWk-ta Zd08Aw, https://laginlive.com/ppsecure/post.stfws=wsignin 08rpsn... vid= i
D HTTP (59) 2010-195117 6554165137 1921681106 MEI https://login.ive.com/ppsecure/ post.shws=wsignint 0&rpsn... id= [
£ AP ) 20/09/2010-19:5122 2011630144 1921681120  BDBOAALSSS2L.. V=19 toslbarlive.com uid= q
LDAP (©) 20/09/2010-195126 6554165137 1021681120  BDAOAALE8S. V=19 loginive.com uid= i
B ror0) 20/09/2010-19:55126 6554165137 1921681120 64855 MEI login.ive.com id= = [
b MB ) 2010-195127 6554165137 1921681120  mikemisti@ho.. chivas8s logindive.com login= passwd= [
6554165137 1921681106  cvaldespin@liv.. mickey3019 hitps:/loginive.com/ppsecure/postsrfows=wsigniri 08rpan..._login= passwd= [
B Telnet 0) 6554165137 1921681106  4DB0S220BCE6.. AJADWk-ta*Zd08Aw, uid= (=
6554165137 1021681106 64355 MEI id= [
6554165137 1921681106  holsede@live... noesmipassword =wsigninl 0&rpsnv=11&ct.. logins passwd= [
9/09/2 72247205186 1921681106  4DS00220BCE6.. AJAOWk-ta*ZdDBhw._ loginive.com/ppsecure/post.sffwa=wsignind 0&upsn... uid= q
20/09/2010-19:55139 72247205186 1921681106 64855 MEI https://login.ive.com/ppsecure/post.sfwazwsignint 08rpsn... id= [
20/09/2010-19551:40 2011630144 1921681120  BDB9AALEES2L.. V=19 toslbarlive.com uid= q
i peemec o 20/09/2010-19:51:40 72247205186 1921681106 4D809220BCE6.. AJADWk-taZd08Aw,_ httpsu\ngm||vE(nmrppsE(ureapnst stffwazwsigninl 0&rpsn... i
53 MSKerbS-Frefiath @ 2010-195140 7224705186 1921681106 64855 loginlive.com/ppsecure/post.sPwa=wsigninl 08rpsn. [
! 2010-195140 6554165137 1021681120  BDBOAAISES2L. V=19 loginlive.com/ppsecure/post.sthwa=wsignint 0&rpsn. f
8 Radius-Keys 0) 20/09/2010 - 19:51:40 6554165137 1921681120 64855 MBI fNoginive.com/ ppsecure/ post.srffwazwsigninl 0&rpsn. E
€ Radius-Users (0) 20/09/2010 -19:51:42  72247.205186 1921681106  4DB0J220BCES.. AJAOWK-ta*Zed08Aw. loginive.com/ppsecure/post.siwa=wsigninl 0&rpsn... «
Q0 20/09/2010-19:5142 72247205186 1921681106 64855 f/logindive.com/ppsecure/post.sfwazwsignint 0&rpsn... £
85 IKE-PSK (0) 20/09/2010-19:5143 72247205186 1021681106 4D303220BCE6.. AJAOWk-ta"Zd08Aw. psi//login.ive.com/ppsecure/post.stPwa=wsigninl 08urpsn... ¢
B MysaL O 20/09/2010 -19:55143 72247205186 1921681106 https://loginive.com/ppsecure/post.stfws=wsignint 0&rpsn... £
=1 sup ) 2010-195143 72247205186 1921681106  4D809220BCE6.. AJAOWk-ta"Zd0BAw. loginlive.com/ppsecure/post.sPwa=wsigninl 0&psn... «
G 72247205186 192.168.1106 MEI https://loginlive.com/ppsecure/ post.shws=wsignint 0&rpsn... t
P GREPPR ) 72247205186 1921681106  4D80S220BCE6.. AJAOWk-ta"Zd08Aw.. //loginive.com/ppsecure/post.stfwa=wsigninl 08irpsn. «
72247205186 192.168.1106 loginlive.com/ppsecure/post.shwa=wsignint 0&rpsn. t
<5 PPPOE (0) 6554165137 1921681106  4DB0S220BCEG. AJAOWk-taZd08tw.. loginlive.com/ppsecure/post.sfwazwsignint 08rpsn. «
9/09/2 6550165137 1921681106 loginive.com/ppsecure/post.sfwa=wsigninl 0&rpsn... f
20/09/2010 - 195143 72247205186 1921681106 4D809220BCE6.. AJADWk-taZd08Aw, .//lagin.live,com/ppsecure/post.srfiwazwsigninl O&rpsn. «
20/09/2010-1955143 72247205186 1921681106 64855 MEL psi//login.ive.com/ppsecure/ post.sPwa=wsigninl 0&psn... £
20/09/2010-19:5203 6554165137 1921681106  4D809220BCE6.. AJADWk-taZd08Aw,_ https://login.live.com/ppsecure/post.stfws=wsignint 0&rpsn... = «
20/09/2010-19:5203 6554165137 1921681106 64855 MEL https://login.live.com/ppsecure/ post.sPwa=wsigninl 0&rpsn... p= B

F F——

< m

&9 HTTP

[ Hosts [ APR [ @ Routing | 5% Pesswords [ velP |

Lost packets: 0%

= =T
File View Configure Tools Help
S| | © o I8 WY Yy BRLaVMEES02E @ 7 0
[& Decoders | @ Network |6 Siffer | Cracker | €8 Traceroute |Hl cCDU |G Wireless | Query |
(Fy Passwords Timestamp | HTTP server | client | Username | Password URL UserField PassField -
29/00/2010 - 195143 72247205186 1921681106 64855 MEI hitpss//login.live.com/ppsecure/post.srifwazwsigninl 08rpsn... id= p=
2010-195203 6554165137 1921681106  4DB0S220BCES.. AJAOWk-ta‘Zd0BAw.. https://login.live.com/ ppsecure/post.srfwa=wsigninl 08rpsn... uid= p=
29/00/2010 - 195203 6554165137 1021681106 64855 MEI hitps://login.live.com/ppsecure/post.srifwazwsigninl 08rpsn... id= p=
6554165137 1921681120  BD8JAALEES2L. V=19 login.live.com uid= ap=
6554165137 1021681120 64855 MEI login.live.com

snb SMB (0)
B Telnet (0)

-.JG] peesrpc @

&, Radius-Keys (0)
€ Radius-Users (0)
g1
F5 IKE-PSK (0)
B mysaL o)
= sHmP (0)
- SIP (0)
<> GRE/PPP (0)
<& PPPOE (0)

N —— v

55 MSKerbS-PreAuth (1)

29/09/2010 - 19:52:13 65.54.165137 192.168.1.106
o

VID=0.6224

29/09/2010 - 19:52:16 65.54.165137 1921681120

16 2011630144 1921681120 EDSQAAIESSZL” V=19
65.55.194.251 192.168.1.106 15f59b93964ed...  counterl
64.4.20.186 192.168.1120 BDBIAA1ER521... V=19
65.54.19145 192.168.1.106 counterl
65.54.191 45 192.168.1.106 counter:1
65.54.19145 192.168.1.106 counter:l
65.54.234.77 192.168.1.106 counter:1
65.54.19145 192.168.1.106 counter:l
2011630138 1921681120 BDBIAALEAES21... V=19
2011630144 192.168.1120 BDBIAA1ER521... V=19
65.55.15.243 192.168.1.106 15f59b93964ed... counterl
65.55.15.243 192.168.1.106 4D809220BCH! 1089
65.55.64.249 1921681120 BDB89AALSE521... V=19
65.54.234.77 192.168.1120 1cad9b0295b4, V=19
65.55.149.124 1921681120 BDB89AALSE521... V=19
65.55.15122 1921681120 1caddb0295b4. V=19
65.55.15122 1921681120 BDB9AALER521... 1089
65.55.15122 1921681120 1caddb0295b4. V=19
65.55.15122 192.168.1120 BDB9AA1ER521... 1089
655515125 102.168.1.106 1 4
65.55.15125 192.168.1.106 4D809220BCH!
2011630145 192.168.1.106 4D809220BCH! .
65.55.15122 1921681120 1cad9b0295b4. V=19
65.55.15122 1921681120 BDB89AALSS521... 1500

loginive.com
toolbarlive.com

ttp://sn130w.5nt139.mail ive.comydefaul
maillive.com

hittp://sn1 39w.snt139.mail Ive.com/defaul 10
hitpy//sn139w.snt139.mail.live.comy gninl.0
http://snil39w.snt139.mail live. com/ 0
nttp://sn130w.snt139. mail.ive.com/defaul 1.0
http://snil39w.snt139.mail live. com/ gninl.0
/default.aspxiwa=wsigninl 0 HTTP/L1

toolbarlive.com

http://sn139w.5nt139,mail ive.com/defaul inl.0
hitpy//sn139w.snt139.mail.live.com/ gninl.0

http://bl142w.blul42.maillive.com/default. aspx?wa=wsigninl 0
http://bl142w.blu142.mail live.com/default.aspx’wa=wsignin1 .0
http://bl142w.blul42.mail.live.com/default.aspx?w:
http://bl42w.blul42.mail live.com/default.aspx?w:
http://b142w.blul42.maillive.com/default.aspx?w:
http://bl42w.blul42.mail live.com/default.aspx?w:

hittp://blL42w.blul42.maillive.com/default.aspxPwazwsigninl 0
http://sn130w.snt139,maillive.com/defaul inl
hitp://sn139w.snt139. mail live.com/ gninl.0

P .atdmt.com/ D¢
http‘r’/b\ldlw blul42.mail live.com/default.aspx?w:
http://bl142w.blul42.mail.live.com/default.aspx?w:

< m

m

&9 HTTP

[ Hosts [ APR [ @ Routing | 5% Pesswords [ velP |




= ==

File View Configure Tools Help
lsweommw|+y B|luam “Q%5 0% I
[& Decoders | @ Network |6l Siffer | Cracker | €& Traceroute |H) CCDU |G Wireless | Query |

[ passwards Timestamp | HTTP server | Client | Username | Password | UL UserField | PassField |4+
-8 FTP () 20/09/2010-19:55117 6554165137 1921681106  4D8092208C66.. AJADWk-ta Zd08Aw, https://laginlive.com/ppsecure/post.stfws=wsignin 08rpsn... vid= = «
-8 HTTP (59) 20/09/2010-195117 6554165137 1921681106 6455 MEI https://login.ive.com/ppsecure/ post.shws=wsignint 0&rpsn... id= p= i

£ AP ) 20/09/2010-19:5122 2011630144 1921681120  BDBOAALSSS2L.. V=19 toslbarlive.com uid= ap= «
LDAP (©) 20/09/2010-195126 6554165137 1021681120  BDAOAALE8S. V=19 loginive.com uid= ap= (
B PoP20) 20/09/2010 - 1955126 6554165137 1921681120 64855 MEI login.ive.com id= p= i
b SMB (0) loginlive.com llogin="____ | passwd=_____11
20/09/2010-19:51:27 6554165137 1921681106  cvaldespin@liv... mickey3019 https://loginlive.com/ppsecure/ post.shws=wsignint 0&rpsn... passw [
B Telnet @ 29/09/2010-1955138 6554165137 1921681106  4D8032208CE6.. AJADWk-ta"Zd0BAw, https://login.ive.com/login.sifw p= (=
20/09/2010-195138 6554165137 1921681106 64855 MEI ttps://loginlive.com/login sif?w p= i
6554165137 1921681106  holsede@live... noesmipassword https://login.ive.com/login.siffwa= passwd= i
72247205186 1921681106  4DS00220BCE6.. AJAOWk-ta*ZdDBhw._ https://login.live.com/ppsecure/post.sfPwa=wsigninl. 0&rpsn. p= (
72247205186 1921681106 64855 MEI https://loginive.com/ppsecure/post.stfws=wsignint 0&rpsn... p= i
20/09/2010-19551:40 2011630144 1921681120  BDB9AALEES2L.. V=19 toslbarlive.com ap= q
15 beerpe 20/09/2010-19:51:40 72247205186 1921681106 4D809220BCE6.. AJADWk-taZd08Aw,_ https://loginlive.com/ppsecure/post.stfws=wsignint 0&rpsn... - «
153 MSKerbS-Prefutn @ | 2/0920- 195040 7227205185 1921681100 e MEL https://loginive.com/ppsecure/post.sPwa=wsigninl 08rpsn. p= [
“|29/09/2010- 195140 6554165137 1921681120  BDBOAAIEES2L. V=19 https://loginlive.com/ppsecure/ post shwa=wsignint 0&rpsn. ap= f
8B Radiuz-Keys 0) 29/09/2010 - 19:51:40 6554165137 1021681120 64855 MBI https://login.live.com/ppsecure/post.srffwa=wsigninl 08trpsn... p= i
@ Radius-Users (@) | 20/09/2010-19:51:42 72247205186 1921681106 4DB09220BCE6.. AJAOWK-ta*Zd08Aw, https://loginlive.com/ppsecure/ post.shws=wsignint 0&rpsn... - «
-8 1CQ 0 20/09/2010-19:5142 72247205186 1921681106 64855 MEI https://loginive.com/ppsecure/post.sffwazwsignint 08rpsn. p= i
85 IKE-PSK (0) 20/09/2010-19:5143 72247205186 1021681106 4D303220BCE6.. AJAOWk-ta"Zd08Aw. https://loginlive.com/ppsecure/post.stPwa=wsigninl 08rpsn... p= ¢
B MysaL ) 20/09/2010-19:5143 72247205186 1921681106 64855 MEI https://loginive.com/ppsecure/post.stfws=wsignint 0&rpsn... = i
=1 sup ) 20/09/2010-1955143 72247205186 1921681106  4DS032208C66.. AJAOWk-ta"Zd08Aw, https://loginive.com/ppsecure/post.sPwa=wsigninl 08rpsn. p= «
gy 20/09/2010-19:51:43 72247205186 1921681106 6455 MEI https://loginlive.com/ppsecure/ post.shws=wsignint 0&rpsn... p= t
P GREPPR ) 29/09/2010-19:55143 72247205186 1921681106  4D8032208CE6.. AJADWk-ta"Zd08Aw, https://loginive.com/ppsecure/post.stPws=wsigninl 0&rpsn... p= «
20/09/2010-19:51:43 72247205186 1921681106 64855 MEI https://loginive.com/ppsecure/ post.shwa=wsignint 0&rpsn. p= t
<D PPPoE (0) 29/09/2010 - 19:5143 6554165137 1021681106  4DB0S220BCB6.. AJAOWk-taZd08hw. hitps://login.live.com/ppsecure/post.srf?wa=wsigninl 08urpsn... p= i
20/09/2010-195143 6554165137 1021681106 6455 MEI https://login.live.com/ppsecure/post.sfwa=wsigninl 0&rpsn... - f
20/09/2010 - 195143 72247205186 1921681106 4D809220BCE6.. AJADWk-taZd08Aw, https://laginive.com/ppsecure/post.sfwazwsignint 08rpsn. p= «
20/09/2010-1955143 72247205186 1921681106 64855 MEL https://login.ive.com/ppsecure/post.sPwa=wsigninl 08rpsn. p= £
20/09/2010-19:5203 6554165137 1921681106  4D809220BCE6.. AJADWk-taZd08Aw,_ https://login.live.com/ppsecure/post.sfwa=wsignint 08rpsn. - «
20/09/2010-19:5203 6554165137 1921681106 64855 MEL https://login.live.com/ppsecure/ post.sPwa=wsigninl 0&rpsn... p= -
el i ] [z
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=) Hosts [ @ APR [ Routing | § Passwords [ Vel

Lost packets: 0%

[ Microsoft res

File Edit View Go Capture Analyze Statistics Telephony Tools Help

Bedae CEXRE AesT I

Filter | + | Expression... Clear Apply
No. Time Source Destination Protocel  Info o
24364 1842.258468 192.168.1.1 239.255.255.250 55DP NOTIFY * HTTP/1.1
24365 1842.261975 192.168.1.1 239.255.255.250 S5DP NOTIFY * HTTP/1.1
24366 1842.267647 192.168.1.1 239.255.255.250 S55DP NOTIFY * HTTP/1.1
24367 1842.270854 192.168.1.1 239.255.255.250 S55DP NOTIFY * HTTP/1.1
24368 1842, 272895 1 239.255.255. 250 SSDP  NOTIFY * HTTP/L.1

24369 1843 b Broadcast

24370 1843, 549790 cisco-L1_9 ci4c

24371 1843. 550555 HonHaiPr_53: GemtekTe_7b:8f:b3 ARP 192.168.1.1 is at S5c:ac:4c:53:f3:f7
24372 1843.651826 GemtekTe 7b: Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
24373 1843. 651979 HonHaipr_53: Cisco-Li_99: 192.168.1.120 is at Scrac:4c:53:f3:f7
24374 1843.8 92. -1, 192.168.1.120
24375 1843.834437 192.168.1.1 192.168.1.120
24376 1843.857784 192.168.1.120

239.255.255.250 550P M-SEARCH * HTTP/1.1
24377 1844.266349 GemtekTe_7b:8f:b3 Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
24378 1844.266571 HonHaiPr_53:f3:f7 Cisco-Li_99:bf:00 ARP 192.168.1.120 is at Sc:ac:4c:53:F3:f7
24379 1845.290231 GemtekTe 7b:8f:b3 Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120

Frame 24369: 42 bytes on wire (336 bits), 42 bytes captured (326 bits)
Ethernet IT, Src: GemtekTe 7b:8f:b3 (00:21:00:7b:8F:b3), Dst: Broadcast (Ff:ff:ff:Ff:ff:ff)
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 21 00 7b &Ff b3 08 06 00 01
0010 08 00 06 04 00 01 00 21 00 7b 8f b3 cO a8 01 78
0020 00 00 00 00 00 00 cO a8 01 01

@ File: "C\Users\alopez\AppData\LocalTemp... | Packets: 24433 Displayed: 24433 Marked: 0 Dropp Profile: Default
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File View Configure Tools Help
laweomBw |+ B|luoam n@@\o@\ﬂ\
[& Decoders | @ Network |6l Siffer | Cracker | €& Traceroute |H) CCDU |G Wireless | Query |

Y | Status 1P address MAC address | Packets -> | <~ Packets | MAC address | IP address |
= APR-Cert (13) &4 [dle 1921681106  BASIFESDAGDS 33 19 00259C99BF00 19216811
i APR-DNS sk Idle 1921681120  00Z1007B8FE3 72 1 00259C99BF00 19216811
£ APR-S5H-1 (0) i Idle 1921681108  QULBTT6FDBCL O 0 00259C99BF00  192168.11
& APRHTTPS (116) (| fh dle 1921681100  FELEDFEDEGID 0 0 00259C99BF00  192168.11
- £PR-RDP ()
D) APR-FTPS (0)

5 APR-POP3S (0)
&) APR-IMAPS (0)

.. APR-LDAPS (0] Status TP address [ MAC address | Packets -> | <-Packets | MAC address | IP address | -
5 APR-SIPS (0) @b Full-routing 1921681120  00Z1007B8FB3 12 17 00253CO9BF00 65551737
P Full-routing 1921681120 0021007B8FB3 191 206 00253C39BF00 65.55.87.168

P Full-routing 1921681120 0021007B8FB3
4> Full-routing 1921681120 0021007B8FB3
4> Full-routing  192.168.1.120 0021007B8FB3
4> Full-routing  192.168.1.120 0021007B8FB3
4 Full-routing 1921681120 0021007B8FB3
4 Full-routing  192.168.1.120 0021007B8FB3
4 Full-routing  192.168.1.120 0021007B8FB3
b Full-routing  192.168.1.120 0021007B8FB3
b Full-routing  192.168.1.120 0021007B8FB3 10 00253C99BF00 65.55.71.126
b Full-routing 1021681120 0021007B3FB3 10 00253C29BF00 65.54.50.210

215 10 00259C99BF00  65.5.87.169
10
9
14
4
5
]
9
9
9
QP Full-routing 1921681106  B4B2FEBDAGDS 99 110 00259C99BF00 65557171
85
100
2
13
12
Eil
]

10 00259C39BF00 216.33.196 61
8 00259C39BF00 216.33.196.63
19 00259C39BF00 65.55.87.20

3 00259C39BF00 66.235.133.33
6 00259C39BF00 213.199.186.26
16 00253C99BF00 65.55.87.140
10 00253C99BF00 65.54.48.121

P Full-routing 1921681120 0021007B8FB3 51 00253C39BF00 65.54.48.138

b Full-routing  192.168.1.106 B482FEEDAIDS 61 00253C39BF00 65.54.48.177

4P Full-routing  192.168.1.106 BA82FEEDAIDS 18 00259C39BF00 64.4.35.253

4> Full-routing 1921681120 0021007B8FB3 14 00259C39BF00 65.55.71.197
4> Full-routing  192.168.1.106 BA82FEEDAIDS 1 00259C39BF00 190.233.33.225
4 Full-routing  192.168.1.106 BA82FEEDAIDS 28 00259C39BF00 189.181.211176

I

Fullrouting 1921681120 0021007B3FB3 ki 00259C99BF00  65.54.189.181
b Fullrouting 1921681106 BABZFEBDASDS 112 110 00259C99BF00  65.54.48.115 2
& Corfi / Routed Packets |

= Hosts | % 4Pk [ Routing [5% Passwerds | G VelP

hitp:/fwww.oid it
———

e e et —— T
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5 2, APR-DNS
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Eliminados Al B eeror
B APR-FTPS (D)
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A i B APR-IMAPS (0)
Vistas rapidag B APR-LDAPS (0) Status [ 1P address | mac address | Packets > | < Packets | MAC address | 1P address [
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Favaritos
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File Wiew Corfigure Toals Help
o @ o B ¥ ® |2 Y m OEn 67 0
& Dewmders | @ Network [dj Snifer |of Cracker |@R Traceroute [N ccou [ wireless |5y Query |
53 AP () A [ Timestamp [ HrTP server | Cliert | Username Password ~
LDAP (0} 29/08/2010 - 21:00: 65.55.15,243 192,168.1,106 hmlogout 1402 HTTP[1.1 1 prodigy.m:
B rors () 29/092010 213,199.186.26  192,166.1,106 counter;1 :Alest.msn.cc
s SME (0] 29/09/2010 - 21:00; 65.55,15,243 192,166.1,106 b o counter;1 :lpradigy.m:
B Telnet (0) 29/09{2010 - 21:00: 65.55.15.243 192.168.1.106 hmlagout 1402 HTTP[1.1 i prodigy.m:
WNC () 29/09{2010 - 21:00: 66.235.139.152  192.168.1.106 MK MSN homepage N i/ prodigy.m:
i 29/092010 - 21:00: 7412565148 192.168.0.106  G2312678 1265612030351 fiprodigy.m:
o 29/09(2010 - 21:02; 65.55,15.243 182,166.1,106  15FS0hO306dedSieoaciaiibiensfedt y=19 rad,msn.com
THS {0} 29/092010 - 21:02: 64.4.20,186 162,166,1.106  4DE0O220BCAG4207AIACITE4ATSIY mallive.com
SMITP (0) 29/092010 - 21:02: 201.163.0.146 1921661106 4DE09220BCE6420789A3CITE4ATSIH [defaut.aspxrie
HINTP (0 29/09/2010 65.54.52.57 192.166.1.106  4DA09220BC66420789A3CITH64A7SIH hitpiffsn1 39,5t
DCEJRPC () 29/092010 - 21:02; 2074612045  192,166.1,106 b o hitp:sn139w.sr
MKerbS-Prasuth (1 | | 23/03/2010 - 21:02: 207.46.120.45  192.168.1.106 b o http: sn1 39w, st
Radiis oy (0) 29/09(2010 - 21:02: 65.54.239.26 192.168.1.106 b o http: sn139u.sr
C R Lo (3 29/05(2000 - 71:02:46 2074631120 1921861106 4DE0D220BCAG4Z07AOAICITE4ATIY hitp: s 35w, st
adius-Users (0) 20/09/2010 - 21:02:47 65.55.149.123 192,681,106 OBieihe 19-8F28-4217-0830-r0540dd5 76 he \9BE=9FaBC=rwHENGGSITOh...  httpifsnla%w.sr
1 (0} 29/09(2000 - 21:02:47 2074630120 1921861106 4DE0D220BCAG4Z07EAICITE4ATEIY 6053 hitp:fsn139w.st
G5 [KE-PSK (1) 29/09(2010 - 21:02:47 65.55.15.243 192,168.1,106 counter:1 http:f/sn130u.sr
HySQL (0 29/09/2010 - 21:02:47 65,515,243 192.166.1,106  4DB09220BC66420769A3CIT464A7S44 1089 hitpiffsn133u,st
SHIMP (1) 29/09(2010 - 21:02:49  65.55.15.241 192,166.1,106 b o counter 1 hitp:fsn139u,5r
ﬁ SIP{0) 29/09{2010 - 21:02:49 65.55.15.241 192.168.1.106 4DB09220BC66420789A3CIT464ATSIH4 1500 http:ffsn13ouw srv
2 GRE[PPP (0}
<2 PPPOE (1) £ %
of ~
< g |2
E Hosts [0 APR [ Routing | Passwords [ vorP |
it fesavs, ol it
Conectar tus servicios —Eﬂ
Cerrar anuncio
Ve lo que tus amigos hacen en otros servicios y -

R, @ Internet

Qs ~

Direccién |#] http:

Iﬂ E‘ D /"Eu’squeda

&]Listo

=
PR— ol 0 v Br  vincues
- [a]x]
SR @ | &5, %) mm 0%E 6% 0
[ oecoders | @ wetwork [dfp snifer [of cracker |@ tracerote [W coou [ wireless [T query |
E IMAP (0) A [ Tmestamp [ HTTP server | client | username [ Password URL ~
s 65.55.15.243 192.168.1.106 1402 HTTP/1.1 http:ijprodigy.m:
teri1 http: jest.msn.cc
b SHB (1) HEE hitp: prodigy.m:
HTTRILL http:fprodigy me
SufTjo DNS principal i
Tipo de nodo desconocido B hitpsfprodigy. m:
En sutaniento hahilitade. 512030351 http: flprodigy.m:
Froxy YINS habilitado. . Yo o radlmsn.com
Lista de bisqueda de sufijo DR alestra.net.mc 00,6083 mailive.com
0.6083 'default.asporwe
haaptador Ethernet Conexién de drea local : e e
Sufijo de conexién erpeufma DNS : alestra. t ittp:f/sn135u.st
Descripeién. . e foee ionated AMD PCHet Adapte: I httpsfjsn139w.st
teri1 Rttp:4fsn139w.sr
Diveccidn Fisica. 8-8C-29-BA-AR-CF 0.6080 ttp:fjsn139w.s
DHCE habilitada, - No 9BE=9&BC=rwHSNGOSIION. .  httpsi/sn139u.sr
Autocont iguracién habilitada. si g et jan1 330 o1
Direccidn IP. . . 192.168.1.106 ey iy et
Miscara de subred er piffsni 30w, st
Puerta de enlal:e predetermlnada http:{/sn135u.sr
exu torit Rttpi4fsn130w.sr
i P Rttpi4fsn130w.sr
v

Concesién obtenida .
CER Y07 :28:43 p.m.
oncesién expira . .
< 28:43 p.m.

I
Direccién fisica
66-66—66-66-66-66
BB 25-92c—99-hf-00
Sc-ac—4c-53-f3—F7
192.168.1.120 B8-21-80-7h-8f—h3

C:Documents and Settings\FireNA>
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dinanico

>
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xE @ Internet
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Fometic oo v a:

Conectar tus servicios

s o que tus amigos hacen Acestar

cv Simbolo del sistema

Direccion IP Direccion fisica Tipo
192.168.1.1 80-25-9¢c-99-hf-00 dindamico
192.168.1.102 Sc—ac—4c—-53-f3-f7? dindamico

C:\Documents and Settings\FireNA>arp -a

Interfaz: 192.168.1.186 —— Bx2
Direccién IP Direccidon fisica Tipo

192.168.1.1 Sc—ac—4¢c=53-13-£7 dindmico
192.168.1.102 Sc—ac—4c-53-f3-£f7 dindmico

C:\Documents and Settings\FireNA>arp —a

Interfaz: 192.168.1.1686 ——— Bx2
Direccidén IP Direccidon fisica Tipo
192.168.1.1 B8-25-9c—-99-hf-00 dindmico
192.168.1.102 S5c—ac—4c—-53-f3-f7 dindamico
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AR @ BE  +y B UM OEn 67 0
& Dewmders | @ Network [dj Snifer |of Cracker |@R Traceroute [N ccou [ wireless |5y Query |
[ PR Certificate Fle [ 55t server [ Port

APR-Cert (1)

2, APR-DNS

B Apr-G5H-1 (0)

By APR-HTTPS (2)

4 apr-ROP (0)

APR-FTPS (D)
APR-POP3S ()

=]
=l
B APR-IMAPS (0)
=]
5

[ Hostname:
[E cr\archivas de programa|CaniCerntssef_sioned_72.247,205.., 72.247.205.186 443 &72-247-205-186. deploy. skamaitec, .

APR-LDARS (0)
APR-SIPS (0)

APR-Cert
= tosts | @ AR [P Routing [P Passworcs [ volF |

Lost packets: 0%

Podria ser victima de una falsificacién de software.

Fie View Configure Took Help
S @ @ | B, ¥ m 0O%E 6% 0
& Decoders | @ network [d sniffer | of cracker [ tracerote [WA ccou [ wireless |G query |
L[ wer Started [ Closed [ HiTPs server | client [ status [ Filename
APR-Cert (1) 29/09(2010 - 21:01:56 29/09/2010 - 21:01:56 72.247.205.186  192.168.1.111 Closed by client

AI APR-DMS 29/092010 - 21:01:56 29f09/2010 - 21:01:56 72.247.205.186 192.168.1.111 Clased by client
8 APR-S5H-1 (0

F8 APR-ROP (D)
) APR-FTPS (0}
B APR-POPSS (D)
B APR-IMAPS (0)
B apr-LDAPS (0)
B APR-SIPS ()

<

& APRHTTPS
(=) Hosts |G aPR [+ Routing [ Passwords [ volP |

Lost packsts: 0%

Podria ser victima de una falsificacion de software. pi

rosoft

ginal




Fle Edt WView Go Capture Anslyze Statistics Telephony Tools Help

BEdeE EEXEE A cs0TL EE QAN GBB x| E

Fiter: | |~ Expression.. Clear Apply

LR L1 R 1 — eshot - L — R ]
5355 697.415006102.168.1.102 235.255.255.250 IGMP v2 membership Report / Join group 239.255.255.250
5396 697.723614 GemtekTe_7h:8f:b3  Broadcast ARP who has 192.168.1.17 Tell 192.168.1.120
5367 700.0834791062.168.1.120 235.255.255.250 SSDP M-SEARCH ¥ HTTP/1.1

)

otmail. com

68

106 2

G4

1

Standard guery A messengel

5402 702.4620711062.168.1.106 200.94.59.115 DNS Standard query A www.sogm.microsoft. com

5403 702. 507950 200,94.59.115 192.168.1.106 DNZ standard guery response CNAME Scm.msn.<om CHAME som.microsoft.com A 65.55.7.141

5404 702.509940102.1658.1.106 65.55.7.141 TCP cardax > http [Syn] Seq=0 win=65535 Len=0 mMSS=1460 SACK_PERM=1

5405 702.629565 65, 55.7.141 192.168.1.106 TCP http > cardax [Svn, ACK] Seq=0 Ack=1 win=1460 Len=0 MS5=14560 SACK_PERM=1

3406 702.629716 192, 168,.1.106 653.55.7.141 TCP cardax > http [ack] segq=l ack=1 win=65535 Len=0

5407 702.631853102.168.1.106 65.55.7.141 TCP [TCP segment of a reassembled PDU]

5408 702.632510192,168.1.106 65.55.7.141 HTTP  POST Ssgm/messenger/somserver.dl] HTTR/L.1

5400 702.7092175 85, 55.7.141 192.168.1.1086 TCP http > cardax [ACK] Seqg=1 Ack=623 Win=64240 Len=0

5410 702.804241 65, 55.7.141 192.168.1.106 TCP [TcP segmant of a reassembled Pou] -
Frame 5300: 340 hytes on wire (2720 bits), 340 bytes captured (2720 bits)
= Ethernet II, sro: HonHaipr_53:F3:f7 (Sc:acidc:53:f3:F7), Dst: wmware_baiaa:cf (00:0c:29:hataa:cf)

pestination: wmware_ba:aa:cf (00:0c:29:bharaa:cf)

® source: HonHaipr_53:f3:f7 (Scracidc:s3:f3:F7)

Type: IP (0x0800)

Internet Protocol, 3rc: 200.94.59.115 (200.94.59.115), Dst: 192.168.1.106 (1%2.168.1.106]

user Datagram Protocol, src Port: domain (53), DsT Port: 40123 (40123)

Domain Name System (response)
0000 00 OCc 2% ba aa cf 5c ac 4c 53 3 £7 08 00 45 00 Ls \E.
0010 Ol 46 ca bb 40 00 fd 11 ec 06 c& 5e 3b 73 c0 ad Fo.@... .. .45,
0020 01 6a 00 35 Gc bb 01 32 e4 06 fa 4e 81 80 00 01 P - T A A ) |
0030 00 03 00 03 00 03 09 6d €5 73 73 65 6e 67 65 72 ....... m essenger
0040 07 68 6f 74 6d 61 69 6C 03 63 &F 6d 00 00 01 00 ~hotmail .com....
0050 01 <0 Qc 00 05 Q0 01 00 00 00 ¢ 00 37 09 6dd 65 ........ P i) v
()| File: "C:\Documents and Settings\FreMA|Mis doc... | Packets: 16315 Displayed: 16315 Marked: 0 Load time: 0:00,55% Profle: Defaulk

"4 capturas marcos. pcap - Wireshark

fle Edt View Go Capte Analyas Stalistics Telephony Tools Help

SN EEXEE ¢« DTFLI|EE Qaa WEmX 8
Fiter: [msnms | Expression.. Clear Apply
Man. Time Source Destination Frotocol  Info
8638 1178.15330 192, 168.1.106 65.54.52.62 MSHMS VER 1 MSNPLE MSNP17 CWRO =
29998 &5 54. 52. 62 192.168.1.106 MSHMS  VER 1 MSNPLS

8642 1178.43055 65, 54.52. 62 192.168.1.108 MSNMS  CWR 2 14.0.8117 14.0.8117 14.0.8117 http://msgruser.diservice.microsoft. com/downloady/a,/6/1/4616CCD4-BOCA-
8643 1178.44057 65, 54.52. 62 192.168.1.106 MSHMS  XFR 3 NS 65.54.61.170:1863 U D

§652 1178.61360192.168,.1.106 65.54.61.170 MSNMS  VER 1 MSMPLS MSNFL7 CwRO

8653 1178.75824 65, 54.61.170 192.168.1.106 MSHMS  VER 1 MSNPLE

§654 1178.75844 192.168,.1.106 65.54.61.170 MSHMS  CWR 2 0x0c0a winnt 5.1.3 1386 MSHMSGR 14.0.8117.0416 msmsgs firenovatomlive. com.mx

8656 1178. 00038 65. 54.61.170 192.168.1.108 MSNMS  CWR 2 14.0.8117 14.0.8117 14.0.8117 http://msgruser.dlservice.microsoft. com/download/a/6/1/4616CCD4-BOCA-
8657 1178. 90828 65. 54.61.170 192.168.1.106 MSHMS  GCF 0 5486

8650 1178. 0138765, 54.61.170 192.168.1.106 MSHMS  bwFpbmlzhTwubmeo® /s <imtext wvalue="Zmljb25zdwxOawin" /> <imtext walue="vmvEz2lcimluzmd=" />
8660 1179. 0728065, 54. 61.170 192.168.1.106 MSHMS  t walue="Z3nkvidkzmdhc2 RnczIONTCONT TyNDdclmvaZg==""/> <imtext walue="Z3NKkZGF2zMIQLODCYMTRNCZROLMAZO:
B662 1179. 08459 65, 54.61.170 192.168.1.106 msMMS  vzxC5ih2os ceFnzvwiym16L2 1Trwd ] clwucchw' /> <imtext value="Y2FzYTFCLMZo==" /> <imtext value="y
8663 1179. 08553 65. 54. 61.170 192.168.1.106 MSHMS ISR 3 550 5 MBI_KEY_OLD xkiVTpzpt/lcBEROZIHOLCLGGYLVZIKItxvSgnpw]3equi3ieET=15]qonCelZAS

8743 1187.72386.192.168.1.106 63.54.52.62 MSHMS  VER 1 MSNPLE MSNPLY CwRO

8744 1187.86080 55, 54.52.62 192.168.1.1086 MSHMS  VER 1 MSNPLE

B3

©748 1197 07AAAIAY 1Ee 1 1ac cc cn ea oo MEMME  Mim 3 AsfeAn e £ 1 9 4206 MoWMESn 14 A 9117 AA1E memens Edmnnnae a8 TS s
Frame 8641: 174 hytes on wire (1392 bits), 174 bytes captured (1392 bits)
Ethernet II, Src: vmware_ba:aa:cf (00:0c:29:ba:zaa:cf), Dst: HonHaiPr_53:F3:F7 (Sc:ac:4c:53:F3:F7)
® pastination: HonHaipr_53:f3:f7 (Scracidc:sz:f3:f7)
source: wmware_bazaa:cf (00:0c:20:baraa:cf)
Type: IP (0x0800)
Internet Protocol, src: 152.168.1.106 (192.168.1.106), Dst: 65.54.52.62 (65.54.52.62]
Transmission Control Protocol, Src Port: blaze (1150), Dst Port: msnp (1863), Seq: 27, Ack: 15, Len: 120
MSN Messenger service

=]

0030 ff f1 éd 0 00 00 43 56 52 20 32 20 30 78 30 &3 L.Mm... OV R 2 0x0C
0040 30 61 20 77 6% fe 6e 74 20 35 2e 31 Ze 33 20 69 0a winnt L1.3 04
0050 33 38 36 20 4d 53 4e 4d 53 47 52 20 31 34 2e 30 386 MshM SGR 14.0
0060 2e 38 31 31 37 Ze 30 34 31 36 20 6d 73 6d 73 &7 L8117.04 16 msmsg
0070 73 20 66 69 72 65 Ge 6F 76 61 74 &f 40 6C 63 76 s fireno vato@liv
0080 65 Ze 63 6f &6d 2e 6d 78 0Od 0a 595 53 52 20 33 20 e.com.mx ..USR 3
0090 53 53 4f 20 40 20 66 60 72 65 6e of 76 6l 74 of ss0 1 fi renovato
00ad 40 6c 6% 76 65 2e 63 6F &d 2e 6d 78 0d Qa @live.co m.mx..

)| File: "C:\Documents and SettingsiFireNAMs doc... | Packets: 16315 Displayed: 600 Marked: 0 Load time: 0:00.734 Profie; Default




Fle Edt WView Go Capture Anslyze Statistics Telephony Tools Help

BEgde DXL Qe T L |BE QQQA0 @M G
Fiter: msnms |~ Expression.. Clar Apply
Mo Time Source Destination Protocol  Info ~
) - L H—— eI — B I ey S — o]
12037 1851. 65288 192, 168.1.106 65.54.49.177 MSHMS XFR 18 SB
12038 1852. 26451 65. 55. 71. 71 152.168.1.106 MSHMS MSG dustin_cesar@hotmail.com SpeRandd..! 97
12040 1852. 59403 65, 54.49.177 192.168.1.106 MSHMS XFR 18 SB 65.54.48.115:1863 CKI 823702440.172195217.563143 U messenger.msn.com 1
12045 1853.19445 192.168.1.106 £5.54.48.115 MSHMS USR 23 Tirenovato@live.com.mx;{60474C44-04D3-4 74C-524 5-DCAIEB0ADIAD] 523702440.172105217. 563143 —
12050 1853. 64256 65, 54.48.115 192.168.1.106 MSHMS USR 23 OK Tirenovato®]ive.com.mx;{6d474c44-04d3-474c-8245-dc63e60ad3ad} Fire
12051 1853. 64306 102.168.1.106 65.54.48.115 MSHMS CAL 20 Firemovato@live. com.mx
12052 1854.40771 65, 54.48.115 152.168.1.106 MSHMS AL 20 RINGING 823702440
155440 82.1G8.1. 65. 54 . 3 i omighoTal
12054 1854.40824 65. 54.48.115 192.168.1.106 MSHMS  JOT Tirenowato®live.com.mx fire 2788999460:2550273072
12056 1854. 50620 65, 54.48.115 192.168.1.106 MSHMS CAL 21 RINGING 823702440
12058 1856.12160 65. 54.48.115 192.168.1.106 MSHMS  JOT bety]omi@hotmatl. com; {88717c1b-a83a-445b-bocf -5668818656d3) e 2783990460:2550273072
12053 1856.12222 65, 54.48.115 192.168.1.106 MSHMS  JOT betylomiGhotmail.com Be 2788399460:2550273072
12061 1855.12683 102,168.1.106 65.54.48.115 MSHMS MSG 22 N 121
12062 1856. 22372 65.55. 71. 71 152.168.1.106 MSHMS MSG dustin_cesarhotmail.com SpeRando..! 142 v

Frame 12053: 83 hytes on wire (664 hits), 83 bytes captured (664 bits)
= Ethernet II, sro: vimware_haiaa:cf (00:0c:29:bazaa:cf), Dst: HonHaipr_53:F3:f7 (Sciac:idc:szif3:fr)
pestination: HonHaiPr_53:f3:f7 (Scrac:4c:53:F3:F7)
® source: vmware_ba:aa:cf (00:0c:29:hazaa:cf)
Type: IP (0x0800)
Internet Protocol, Src: 162.168.1.106 (192.168.1.106), Dst: 65.54.48.115 (65.54.48.115)
Transmission Control pProtocol, src Port: ishconferencel (12443, bst Port: msnp (18633, Seq: 129, ack: 105, Len: 29
MSN Messenger Service

0000 5c ac 4c 53 3 f7 00 Oc 25 ba aa <f 08 00 45 00 LS.,

0010 00 45 24 1d 40 00 B0 06 a2 da cO a8 01 6a 41 36 LES.@. L.

0020 30 73 04 dc OF 47 97 44 o8 b4 7a 3b 22 1le 50 18 0s...G.0 ..2;".P.

0030 ff 97 45 71 00 00 43 41 4c 20 32 31 20 62 65 74 LLEf..CA L 21 bet

0040 79 6c 6F 6d 69 40 68 &F T4 6d 61 65 AC 2e 63 &F ylomigho tmail.co
m..

()| File: "C:\Documents and Settings\Firesha\Mis doc... | Packets: 16315 Displayed: 600 Marked: 0 Load time: 0:00.734 Profile: Default
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Beesde EEXZE

¢+ 9T EE QAN ¥BBK E

Fiter: [msnms | Expression.. Clear Apply
M. Time Source Destination Frotocol  Info ~
i T B P ISME o UL O S o o 9 =
13825 247508177 102.168.1.106 65.54.48.115 MSHMS MSG 75 U 95
13826 2475.15856 65, 54.48.115 192.168.1.106 MSHMS MSG betylomighotmail.com Be 135
13830 2475. 6348065, 54.48.115 192.168.1.106 MSHMS MSG betylomi@hotmail.com Be 93
13833 248007028 192.168.1.106 65.54.48.115 MSHMS MSG 76 U 05
13838 2482. 78206 65, 54.48.115 192.168.1.106 MSHMS MSG betylomighotmall.com Be 128
13843 2485.07020 192.168.1.106 65.54.48.115 MSHMS MSG 77 U 95
13845 2489.33655.192.168.1.106 65.54.48.115 MSHMS  MSG 78 N 141
13501 2510. 52337 192.168.1.106 65.54.45.177 MSHMS  FNG
13903 2512.06414.65. 54.49. 177 192.168.1.106 MSHMS QNG 45
13971 2541.72339 65, 54.48.115 192.168.1.106 MSHMS  MSG betylomiehotmail.com Be 93 =
254 ; 3 ~168.1.10 +lomiGhotmat e
13577 2545.13121 65, 54.48.115 162.168.1.106 MSHMS MSG bety]omiGhotmail.com Be 93
13978 2545.13100 65, 54.48.115 192.168.1.106 MSHMS MSG batylomiGhotmail.com Be 123
13982 2547.80243 65, 54.48.115 152.168.1.106 MSHMS MSG bety]omiGhotmail.com Be 93
13984 2552.72224 65, 54.48.115 192.168.1.106 MSHMS  MSG betylomiehotmail.com Be 93 >

Frame 13973: 208 bytes on wire (1664 bits), 208 hytes captured (1684 bits)

Ethernet II, Src: HonHaiPr_53:F3:f7 (Sc:ac:4c:53:F3:Ff7), Dst: vmware_ba:aa:cf (00:0c:29:ba:aa:cf)

Internet Protocol, Src: 65.54.48.115 (65.54.48.115), Dst: 192.168.1.106 (192.168.1.108)

Transmission Control protocol, src Port: msnp (18630, bst Port: isbconferencel (1244), seq: 8187, ack: 14610, Len: 154
M3N Messenger Service

IME-Vers

0060 69 &F 62 3a 20 31 2e 30 0Od Oa 43 &f 6e 74 65 6e ..Conten
0070 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6¢ 61 text/pla
0080 69 Ge 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d set=UTF-
0090 38 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6d =IM=-Farm
00a0 &1 74 3a 20 46 d4e 3d 53 &5 67 &F &5 25 32 30 5§ eqoek20u
00b0 49 3b 20 45 46 3d 3b 20 43 4f 3d 30 3b 20 43 53 El 0=0; C=s
00cO  3d 31 3b 20 50 46 3d 30 od 0a od 0a 61 6c &7 &F PF=0 ....algo

Packets: 16315 Displayed: 600 Marked: 0 Load time: Profie; Default




Fle Edt WView Go Capture Anslyze Statistics Telephony Tools Help

BWBee DEXSE A esoTL(EEQcal #DBx| B

Fiter: msnms |~ Expression.. Clar Apply
Mo Time Source Destination Protocol — Info ~
RS i e BT e OMS sl UEL O SO o DE 9 2
13825 2475. 98177 192.168.1.106 65.54.48.115 MSHMS MSG 75 U 95
13826 2476. 15856 65, 54.48.115 192.168.1.106 MSHMS  MSG betylomiGhotmail.com Be 135
13830 2479. 6348065, 54.48.115 192.168.1.106 MSHMS MSG betylomighotmail.com Be 93
13833 248057025 192.168.1.106 £5.54.48.115 MSHMS  MSG 7E U 95
13838 2482, 78236 65, 54.48.115 192.168.1.106 MSHMS MSG betylomiGhotmail.com e 128
13343 2485.97020192.168.1.106 65.54.48.115 MSHMS MSG 7F U 95
13845 2483.33655.102.168.1.106 65.54.48.115 MSHMS  MSG 78 N 141
13901 2510. 52337 192.168.1.106 65.54.49.177 MSHMS  PNG
13903 2512. 06414.65. 54.49. 177 192.168.1.106 MSHMS QNG 45
13971 2541.72330 65, 54.48.115 192.168.1.106 MSHMS MSG betylomi@hotmail.com Be 93 =
13973 2543.29127 65. 54.48.115 192.168.1.106 MSHMS MSG betylomiGhotmail.com e 121
13977 2545.13121 65, 54.48.115 192.168.1.106 MSHMS MSG betylomighotmail.com Be 93

13982 2547.80243.65. 534.48.115 192.168.1.108 MSHMS  MSG betylomighotmail. Ee 93

13984 2552.72224 65.54.48.115 1592.168.1.106 MSNMS  MSG betylomiGhotmail. Be 93

Frame 13078: 210 hytes on wire (1680 bits), 210 hytes captured (1680 hits)

Ethernet II, sr<: HonHaipr_53:f3:f7 (Sciac:4c:s53if3:f7), pst: wmware_ba:aaicf (00:0c:29:ba:aa:cf)

Internet Protocol, sSrc: 65.54.48.115 (65.54.48.115), Dst: 102.168.1.106 (192.168.1.108)

Transmission Control Protocol, src Port: msnp (1863), Dst Port: isbheonferencel (12440, Seq: 8466, Ack: 14610, Len: 156
MSN Messenger service

3

Q000 00 OC 2% ba aa <f 5c ac 4c 53 F3 7 08 00 45 00 ..)...% LS....E.
0010 00 c4 6a Ob 40 00 75 06 67 6d 41 36 30 73 cO aB c.j.8.u. gmAB0s. .
0020 0L &2 07 47 04 dc 7a 3b 42 ¢7 97 45 11 45 50 18 .JiG..2; B..E.EP.
0030 fa c7 a4 92 Q0 00 4d 53 47 20 62 65 74 79 6c 6F  ...... M betylo

s G
0040 6d 60 40 68 of 74 6d 61 60 6c 22 63 6f Gd 20 42 mighotma 1. com B
e 123..M IME-Vers
0060 &9 &f e 3a 20 31 2e 30 Od 0a 43 &f 6e 74 685 62 jon: 1.0 ..Conten
0070 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6C 61 t-Type: text/pla
0080 &9 6e 3b 20 63 68 6L 72 73 65 74 3d 55 54 46 2d in;” char set=uTF-
0090 38 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6ad B. . X-MMS —IM-Form

0030 61 74 3a 20 46 de 3d 53 65 67 6f 65 25 32 30 §5  at: 2goe%zol

00b0 49 3b 20 45 46 3d 3b 20 43 4F 3d 30 3b 20 43 53 6=0; ¢S

00c0 39 31 3h 20 50 46 3d 30 0od 0a 0d Da 6a €1 Ga 61 ... jaja

00d0  6a &1

()| File: "C:\Documents and Settings\Firesha\Mis doc... | Packets: 16315 Displayed: 600 Marked: 0 Load time: 0:00.734 Profile: Default

74 Inicio A

72l capturas marcos. pcap - Wireshark mEE

fle Edt View Go Capte Analyas Stalistics Telephony Tools Help

Budee BEXEE A¢s9T2|EE QB #DB % B

Fiter: | | Expression.. Clear Apply
ha Time Source Destination Protocal | Infa ~
14125 2604. 62208 102.168.1.1 235.255.255.250 SSDP  MOTIFY * HTTR/1.1
14126 2605.17750 GemtekTe_7h:8F:h3  Broadcast ARP  who has 1092.168.1.247 Tell 192.168.1.120
14127 2605, 83058.102.1658.1.106 65.54.49.177 MSHNMS  PMNG
14128 2606. 09898 GemtekTe_7h:8F:h3  Broadcast ARP  who has 102.168.1.247 Tell 192.168.1.120
14129 2606.15623 65.54.49.177 192.168.1.106 MSHMS QNG 47
14130 2606. 28716192, 168.1.106 65.54.49.177 TP olsv > msnp [ACK] Seq=4591 Ack=15546 win=65226 Len=0
14131 2611.55814 65. 54.48.115 192.168.1.106 MSHMS  MSG betylomighotmail.com Be 93
14132 2611.75357.192.168.1.106 65.54.48.115 TCP ishconferencel > msnp [AcK] Seq=15573 Ack=9533 win=64&24
14134 2612.19052 192.168.1.106 63.54.48.115 TCP shconferencel > msnp [ACK] Seq=15573 Acl 705 win=64452
14135 2613. 00751 65. 54.48.115 192.168.1.106 MSHMS  MSG betylomiGhotmail.com Be 93
14136 2613.06576192.168.1.106 65.54,48.115 TCR ishconferencel > msnp [ACK] Seq=15573 Ack=9830 win=64327 Len=0
14137 2614. 80070 GemtekTe_7h:8F:b3  Broadcast ARP  Who has 102.168.1.247 Tell 192.168.1.120
14138 2615.61974 GemtekTe_7h:8f:b3 Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120 B
14133 2616. 64362 GemtekTe_7h:8F:b3  Broadcast ARP  who has 192.168.1.247 Tell 192.168.1.120
14140 2616. 64601 102.168.1. 203 192.168.255.255 BROWSEFHOSt Announcement WINx, workstation, Server, SQL Serwver, NT workstation, Potential Browser 2

Frame 14133: 226 bytes on wire (1808 bits), 226 hytes captured (1808 bits)

Ethernet II, Src: HonHaiPr_53:F3:f7 (Sc:ac:4c:53:F3:Ff7), Dst: vmware_ba:aa:cf (00:0c:29:ba:aa:cf)

Internet Protocol, Src: 65.54.48.115 (65.54.48.115), Dst: 192.168.1.106 (192.168.1.108)

Transmission Control protocol, src Port: msnp (18630, bst Port: isbconferencel (1244), seq: 9533, ack: 15573, Len: 172
M3N Messenger Service

0000 00 0Oc 2% ba aa <f 5c ac 4c 53 £3 £7 08 00 45 00 cedee N LELLLLE.
0010 00 o4 7d 4e 40 00 75 06 54 la 41 36 30 73 <0 ad L TN UL T.AG0s. .
0020 01 8a 07 47 04 dc 7a 3b 48 f2 97 45 15 08 50 18 .j.G..2; F..E..P.
0030 fd 14 ol 10 00 Q0 4d 53 47 20 62 65 74 70 6c of . ..... ms G_ketylo

0040 6d 6% 40 68 6F 74 6d 61 6% 6 Ze 63 6f 6d 20 42 mighotma §1.com B
0050 65 20 31 33 39 0d 0a 4d 49 4d 45 2d 56 65 72 73 e 139..M IME-Vers
0060 69 &F 62 3a 20 31 2e 30 0Od Oa 43 &f 6e 74 65 6e don: 1.0 ..Conten

0070 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6¢ 61 text/pla
0080 69 Ge 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d set=UTF
0090 38 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6d =IM=-Farm
00a0 &1 74 3a 20 46 d4e 3d 53 &5 67 &F &5 25 32 30 5§ eqoek20u
00b0 49 3b 20 45 46 3d 3b 20 43 4f 3d 30 3b 20 43 53 C0=0; C3

....asi
ma burla

Profile: Default
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BEdeE EEXEE A cs0TL EE QAN GBB x| E
Fiter: | |~ Expression.. Clear Apply
Mo Time Source Destination Frotocol | Info
14134 2612.19092 192.168.1.106 65.54.48.115 TCP ishconferencel » msnp [ACK] Seg=15573 Ack=9705 win=64452
14135 2613. 00751 63, 54.48.113 192.168.1.106 MSHMS  MSG hetylomi@hotmail.com Be 93
14136 2613.06576192.168.1.106 65.54.48.115 TCP ishconferencel » msnp [ACK] Seq=15573 Ack=9830 win=64327
14137 2614.80079 GemtekTe_7h:8f:h3  Broadcast ARP who has 192.168.1.247 Tel]l 192.168.1.120
14138 2&15. 61974 GemtekTe_7h:8f:h3 Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
14139 2616. 64362 GemtekTe_7h:8f:h3  Broadcast ARP who has 192.168.1.247 Tel]l 192.168.1.120
14140 2616. 64601.1592.168.1.203 192.168.255.255 BROWSEFHOST Announcement wINMX, workstation, server, sqL Server,
14141 2618. 04041 65. 54.48.115 192.168.1.106 MSHMS  MSG hetylomighotmail. com Be 93
14142 2618. 20617 152.168.1.10 65.54.48.115 TCP ishconferencel > msnp [ACK] Seq=15573 Ack=9955 win=64202
15 1
14144 2620.57011°192.1658.1.106 ©53.54.48.115 TCP ishconferencel > msnp [ACK] Seg=15573 Ack=10128 wi
14145 2621. 86461 GemtekTe_7h:8f:h3 Broadcast ARP who has 192.168.1.17 Tell 192.168.1.120
14146 2621. 96706 192.168.1.1 224.0.0.1 IGMP  v2 Membership ouery, general
14147 2622.17253 152.168.1.120 235.255.255.250 SSDP M-SEARCH * HTTP/1.1
14148 2623.54904 192.168.1.106 239.255.255.250 IGMP v2 membership rReport / Join group 239.255.255.250

14149 2625. 58507 HonHaipr_53:F3:F7  wmware_ba: cf ARP 152.168.1.1 is at Sc:

4c:53:F3:F7

Len=0

Len=0

NT workstation,

Len=0

potential Browser

<

Frame 14143: 227 hytes on wire (1816 bits), 227 hytes captured (1816 hits)

Ethernet II, sr<: HonHaipr_53:f3:f7 (Sciac:4c:s53if3:f7), pst: wmware_ba:aaicf (00:0c:29:ba:aa:cf)

Internet Protocol, sSrc: 65.54.48.115 (65.54.48.115), Dst: 102.168.1.106 (192.168.1.108)

Transmission Control Protocol, sSrc Port: msnp (1863), Dst Port: isheonferencel (12440, Seq: 9955, Ack: 15573, Len: 173
MSN Messenger service

0000 00 OC 25 ba aa ¢f 5C ac 4c 53 3 £7 03 00 45 00
0010 00 dY 3a 3a 40 00 75 06 57 2d 41 36 30 73 <0 a8
0020 0L 8a 07 47 04 dc 7a 3b 48 98 97 45 15 08 50 18

Llms G
0040 6d 69 40 68 of 74 6d 61 60 6c 22 63 6f 6d 20 42 mighotma 1. com B
e 140..M

0060 &9 &f e 3a 20 31 2e 30 Od 0a 43 &f 6e 74 685 62 jon: 1.0 ..Conten
0070 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6C 61 t-Type: text/pla
0080 &9 6e 3b 20 63 68 6L 72 73 65 74 3d 55 54 46 2d in;” char set=uTF-
0090 38 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6ad B. . X-MMS —IM-Form
at: agoe%2ou

ch=0; CS

P Lho T
00d0 &5 20 76 61 7O 61 73 20 &d 69 &b 65 65 65 65 &5 e vayas mikeeeee
I

Profile: Default




